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Nimbus Security Settings

Security controls the Menus, Reports, TRM and Edit-ability for Staff by Groups and
Individually.

The main purpose is to simplify the Workflow for each user. They see only the appropriate

items for their needs. Restricted access to the wider database prohibits users from seeing
commercially sensitive data and ensures they cannot update this data.

User Groups

The best way to achieve this is via the ‘User Group’. Each function is either published or
not published to a User Group. Staff can be easily added to an appropriate User Group for
their Workflow and subsequently have access to appropriate functions.

Go to Nimbus—>Setup->Security>Security Item

| Menu + | Security Options : Lists Methods for providing/restricting access to Data or Processes
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The Security Options report:-
— Lists all of the Options that can be Set by User Groups
— Provides Command Line links to setup for that group

— Allows you to click any Security Option to view and manage the settings

Security Group Details:-

| Security GP Details : Details each security item for all groups.

Filter : Security Option equals Enquiry

OpnRefresh Report (G Print v [ Export v Y ClearSort P Clear Fiters [ Save Report Setting [ Clear Report Settings
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This report is particularly useful as you can filter and sort to see who can do what
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Security GP Details : Details each security item for all groups.
Filter : Security Option equals Enquiry

S Refresh Report (= Print v [%] Export v \@ Clear sort @ Clear Filters [ Save Report Setting [ ClearR
Pov.lered -1
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Enquiry NAdmin Select All | Clear All “ )
Human Resources §
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Allows you to tick/untick the Items for that group

Clicking on the Item column allows you to allow access for that group:

Security GP Details : Details each security item for all groups.
Filter : Security Option equals Enquiry

O Refresh Report
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Clicking on the Table Name will Allow you to copy a group’s access to another group

Security GP Details : Details each security item for all groups.
Filter : Security Option equals Enquiry

O Refresh Report () Print v (%] Export v Y Clear Sort B Clear Filters [ Save Report Setting [ Clear Report Settings

Item

Security Option User Group Item Description Order Notes Table Name
="Enquiry’

Enquiry NAdmin U_AddressEdit AddressEdit 1190

Enquiry NAdmin U_AddressList AddressList 999  All Address UserviewNGroups
Enquiry NAdmin U_AssetGroupEdit Asset Group Editing 40 For editing Asset Groups from the web. UserViewNGroups
Enquiry NAdmin U_AssetHistory Asset Trn History V] . Insactions for an Asset. UserViewNGroups
Enquiry NAdmin U_AssetHistoryTax Asst Trn Hist (Tax) | tax-related transactions for an Asset. UserViewNGroups
Enquiry NAdmin U_AssetList AssetList np_SecurityCopyGPSetting UserViewNGroups
Enquiry NAdmin U_AssetMaintTas... AssetMaintTaskTransaction Parametet Erty UserViewNGroups

Enquiry NAdmin U_AssetMeterList  AssetMeterList CopyTo b UserViewNGroups
Enquiry NAdmin U_AssetMeterLis.. Asset Meter Listing UserViewNGroups

Enquiry NAdmin U_AssetModels  AssetModels CopyFiom Mg UserViewNGroups
Enquiry NAdmin U_AssetModelTa.  AssetModelTasks UserViewNGroups
Enquiry NAdmin U_AssetPlanned . AssetPlannedWork Option [Eamy | fofiter and make service jobs. UserViewNGroups
Enquiry NAdmin U_AssetPlantCha... Asset Plant Charge Codes UserViewNGroups
Enquiry NAdmin U_AssetPlantlist  AssetPlantList UserViewNGroups

- —
Enquiry NAdmin U_AssetPrint AssetPrint N T UserViewNGroups
ancel
Nadmin Asset Reg at Period | It includes all assets open at the start of | ;.4 iswnGroups

Gl e R Ing book value and activity for the year.
Based on template V_AssetRegisterTax (Asst Rg at Yr (Tax) Templ). A report of the Asset Register

How to add an Item to a User Group

When a user clicks on a menu link they may get a the message below if the report has not
been assigned to their User Group.

Menu iE= ISorr}; you don't have permission to view this report. Go back to the previous page or see your administrator for the permission.
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Firstly, find out the name of the report that opens when the Menu Item ‘Debtor List’ is
clicked. Go to Nimbus->Set Up> Menu Editing and search for the report name as per the
image below. The report in this case is called ‘Contacts’

-+ | Menu Editing : For viewing and editing Menu Items. Shows all Items. Drill to editing that shows issued Groups

Filter : Item Description contains debtor and contains list

Pov.lered By
Nimbus L

O RefreshReport () Print v (3] Export v P Clear Sort P Clear Filters &l Save Report Setting [ Clear Report Settings
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To add the Contacts Report which is activated when the Menu Item ‘Debtor List’ is clicked
do the following:-

Go to Nimbus—> Setup—>Security and click on the ‘Web Reports Security Item

§ s = Security Options ¢ st et or providigrstricing ccsss o Dt or Brocesses

Filter : No Filter
Pick
Order

ORefresh Report (@ Print v [©Export v [ ClearSort Y Clear Fiters [ Save Report Setting [ Clear Report Settings
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You can see ‘Contacts’ web Report is only allocated to the ‘Office’ Group

F | Menu + | Security GP Details : Details each security item for all groups.

Filter : Security Option equals Web Reports and Item contains contacts

ORefreshReport  (YPrint v (@ Export v Y ClearSort P Clear Fiters [ Save Report Setting [ Clear Report Settings

Powered By

Rimbus®" [

Enquiry nagmin Contacts Fact Find _Cor searchin Byvicw
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JobFlow TR PespTe
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Tasks.

Schedule

To add it to the NAdmin Group click on the ‘Item’ Column and tick ‘Nimbus Administrator’
then ‘OK’

Security GP Details : Details each security item for all groups.
Filter : Security Option equals Web Reports and Item contains contacts

O Refresh Report (=) Print v éj Export v ?,5 Clear Sort Tﬁﬁ Clear Filters B Save Report Setting E Clear Report Settings

Powered By w

Nimbus

Security Option User Group Item
='Web Reports' contacts
Enquiry Web Reports NAdmin Contacts Fast Find Contacts orl
Prospect Web Reports Office S:::‘;::Z User Groups for Contacts Web Reports
re i

ROULION Web Reports NAdmin CRM Contacts A 0™ (1003 . e staft

Tasks 1000 - Manager
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Menu Editing Select All | Clear All m
Security

Colour Scheme

The report is now set up for this user group

Menu -+ | Security GP Details : Details each security item for all groups.
Filter : Security Option equals Web Reports and Item equals contacts

O3 Refresh Report & Print v  [3] Export v P Clear Sort P Clear Filters E Save Report Setting B Clear Re)

Pov:lered By
Nlmbus Secunity Option User Group Item Description qen
oz = - =l = . - Order
="Web Reports' =contacts
Enquiry =p—" - Cliont. S N
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P ’:'.e o hi; Jd: e D Cl S |
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Web R rt: NA
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Individual Security Settings

Nimbus has a very powerful mechanism to aid Individual Workflow. Each User’s Login
Name directly retrieves specific information Values for your site’s user-defined Context
Fields.

Context Variables (Utility menu=>Admin Reports>Context variables)

Context Variables M : Users {Context values}. System [dset] [apath] [ipath] [ngroup] [nuser] [version] combined views
Filter : No Filter

O Refresh Report EPrint v [ Export v @ Clear Sort P Clear Filters [ Save Report Setting [ Clear Report Settings

Branch NUser Machine Division  Staff ZSZUD Van  Old  WebUser NewJob P::;e(t D::t';m Cr::‘;rs Edit GL :::K TRM Time S:*:ij ;:':L ;e‘t:r;‘ns TRM Edit 'jr"”e

Amy.Lang Amy.Lang Nadmin =0 1 1 1 1 1 1 1 1 1 1 1 1
Amylang | Web Amy.Lang NAdmin =0 1 1 1 1 1 1 1 1 1 1 1 1
christia *0 1 1 1 1 1 1 1

Dan.Brot =0 1 0 0 0 0 0 0

danadmin NAdmin =0 0 0 0 0 0 0 0 1 1 1 1 1
donadmin | Web NAdmin =0 0 0 ) 0 ) ) 0 1 1 1 1 1
daniel k Nadmin =0 0 0 0 0 [} 0 0 1 1 1 1 1
daniel.k Web NAdmin =0 0 0 0 0 ) 0 0 1 1 1 1 1

— This web report shows the Context Variables defined on your site, and the values of
those variables for each of your staff.

— These Variables are site-dependant, giving the company flexibility to add their own.

— Mostly these Context Values are on the various Tabs of the Edit User Form. To open
the form click on the Nuser column

@ Nimbus User - NimbusOptimum8609 - Edit - Google Chrome = o
A Not secure | nimlp49/NimbusMasters609/WebEditor/ViewForm.aspx?...
User
Itony,ben |
Description Edit Jobs
|lony ben l Edit Debtors
Employee Edit Creditors
[Tony 2% Edit GL
Nindow: i
e | FllShck
Notes Edit Prospects
Unlock Branch
Old Reports V1 O
Web 2 Access
IBasic VI

() Discontinued

The application of these Context Variables to Work-Flow is also very user-configurable.
This means that there is no easy and definitely no complete list of where they are applied.
It is best to consult your Nimbus Consultant regarding any changes and extensions to the
places affected by these Context Variables.

Workflow areas that can be controlled by Context Variables include:
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Report Filters

Jobs Allocated : Jobs allocated to staff, and still underway. Status- JA, JP, JPM, 1S, IMW, JMWNew, JL
Filter : Supervisor equals Wayne

Profit Centre ’ Supervisor B Up to Period

3 Refresh Report & Print v [ Export v P Clear Sort | Clear Filters [ Save Report Setting [ Clear Report Settings

Supervisor gt’:{::t ASLL NI Job Description Status Error Client Site Address
=wayne &8 &9 )

Wayne WKE-5S Plumbing P ok Jarrett Developments 120 Mt Albert Rd

Wayne WKE-4 Electrical JP ok Jarrett Developments 120 Mt Albert Rd

Wayne WKE-3 Portals P ok Jarrett Developments 120 Mt Albert Rd

Wayne WKE-2 Slab JP ok Jarrett Developments 120 Mt Albert Rd

Wayne WKE-1 (?'eerln::a‘ls JP ok Jarrett Developments 120 Mt Albert Rd

The Supervisor Filter is automatically applied when running this report

These Filters can be set Locked or editable.

Report Columns

Log Jobs : Search addresses and current jobs. Drill to Client, Supplier or Job data.
Filter : No Filter

3 Refresh Report Eprint v (% Export v B ClearSort B Clear Filters Save Report Setting

Shortname Name Street Suburb City Client

Al Concrete Pumping

Al Con Ltd 128 Main Rd Stoke Nelson Al Con
Adam Adam Langbridge 56 Mount St Nelson

ADCInt ADC International 1327 Broadway New York ADCInt
Andria Andria No Street Address

APrakash Amit Prakash No Street Address

AutoElec Automotive Electrical 25 Tay Street SunnySide Nelson AutoElec
Baily Baily & Sons Ltd 56 Long St Stoke Gore Baily
Baldrick Baldrick Plumbers 29 Manners Street Browns Bay Auckland Baldrick

The ‘New Job’ column will disappear if a user is not ticked to ‘New Jobs’

Lookup Filters

Order Cur. F D Hours
Goods Ord i ToDate

- 1l

O o O o O
-

Clear Report Settings

New Job SLA Job

NewJob

NewJob

NewJob
Newlob

SELENe

# Lookup - U_Job X

SiteAddress

| JarrettD rt Rd
JarrettD 1. rt Rd
JarrettD 120 Mt Albert Rd Electrical » WKE Jarrett Developments
JarrettD 120 Mt Albert Rd Portals » WKE Jarrett Developments
JarrettD 120 Mt Albert Rd Slab > WKE Jarrett Developments
JarrettD 120 Mt Albert Rd Prelim & General » WKE Jarrett Developments
Irish Green 22 Dublin Street: Retentions » SPA Irish Green Backs
ADCInt 1327 Broadway Variation-Garage » SPA ADC International

This Job Selection is not restricted to a particular Branch because the Branch Context

variable has not been applied to this user
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